Cybersecurity




About Gonkar

Experience

Hiring Gonkar services means hiring a team with outstanding skills.
You will work with professionals offering real high-end security solutions for
small, medium-sized, and large enterprises.

Our team holds the most prominent certifications in the cybersecurity field
and has divulged many CVEs as a clear sign of quality, providing incredible
value to our clients, making their software safer and more reliable for the
industry.

We also love to code and constantly develop private and open-source
tools that support our work and protect our clients’ infrastructure.

Operations

We operate where our customers need our expertise. We hold constant
operations in Europe, Israel, North America, and South America. This
diversity helps us to comply with multiple industry-standard from different
locations and increase our availability and time to respond.
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Our locations
USA: Gonkar IT Security Inc.
Germany: Gonkar IT Security UG



Penetration Testing

We specialize in pentest for IT infrastructure, Web Apps, Mobile Apps, and
Banking services.

The approach of our security specialists is to study the infrastructure and systems to test
along with the threats for its industry and apply the most effective method for the security
assessment. Depending on our customer’s compliance requirements, we can assist you in
achieving goals for certifications like ISO, PCI-DSS, DORA, and more.

Cyber Intelligence Infrastructure

Gonkar’s Cyber Intelligence is designed to provide strategic Design, build or correct the infrastructure of your
and situational awareness for better understanding, business to make it completely secure.
identification, and anticipation of potential threats to protect

our customers by covering data leak detection, domain We help you to design the infrastructure of your
monitoring, exposure tracking, and attack surface. company, with our experience in cyber security, your

business will develop secure from the beginning.



c r o m Cybersecurity
yp Project Management

Cyprom is a cybersecurity project management platform that has been created to close a gap in management by
centralizing every aspect in just one tool to rule them all. As a result, it will increase your team's efficiency by cutting
micromanagement, boosting critical tasks, and endowing deep visibility, tracking, and high-level metrics.

It will allow you to manage pentests, intrusion tests, and red team exercises in the most effective way to assemble client-
provider as one team.

The most tedious tasks in Cybersecurity PM are tracking endless email threads, exchanging sensitive information, spending
time in meetings to coordinate simple tasks, and controlling every step in multiple documents and platforms can be an
operative disaster for a modern company.

Benefits Centralization Teamwork Achivements Save Time

High-level Metrics Economic Value Oversight Team Wellness



Centralization

Forget about Jira, Confluence, Excel, Plain Text, Outlook,
Teams, Slack, Trello, Zoom, Skype, Power BI, external
password managers, third-party storage, and
micromanagement to coordinate a project.

Cyprom centralizes every step, and more importantly, it
allows you to automatize tasks.




High-level Metrics

Keep your KPI under control thanks to an intuitive
dashboard that presents essential information to provide
high visibility of every aspect.

Know more about the performance of your teams.

Locate bottlenecks in the workflow, and find solutions.

Have control over your budget, knowing how much you
invest in cybersecurity overall and by provider
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Teamwork

Cyprom simplifies client-supplier interaction by providing a
workflow that improves the coordination and visibility of
actions for both sides.




Achievements

* Be compliant in time.
* Reduce the time consumption drastically per project.

e Your company grows as a result of the good care of your
department's budget and the well-being of your
technical team.
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Oversight

Understand the status of every project by having a quick
look at the planning, thanks to an intuitive interface that
allows controlling multple projects at once. i

%




Save Time

Cyprom allows the automation of processes that release
small teams from time-consuming tasks, such as collecting
information, organizing requests on-demand, performing
escalations, simplifying the exchange of documents,
sending automatic emails, etc.




Team Wellness

Reduce stress and burnout feeling in the team

Automate tasks of the workflow and put more FTE on
critical tasks

Increase the quality of communication

Team efficiency




Economic Value

The average cost of a Project Manager full-time in Europe
is 220.000€.

Cyprom boosts your current team for less than 10% of the
average price of a PM.

10% 220.000€

?

Cyprom Full Time Project Manager




Centralization

Forget about Jira, Confluence, Excel, Plain Text, Outlook,
Teams, Slack, Trello, Zoom, Skype, Power BI, external password
managers, third-party storage, and micromanagement to
coordinate a project. Cyprom centralizes every step, and
more importantly, it allows you to automatize tasks.

Save Time

Cyprom allows the automation of processes that release
small teams from time-consuming tasks, such as collecting
information, organizing requests on-demand, performing
escalations, simplifying the exchange of documents, sending
automatic emails, etc.

Oversight

Understand the status of every project by having a quick look
at the planning, thanks to an intuitive interface that allows
controlling multiple projects at once

Team Wellness

Automate an entire workflow and put more FTE on critical
tasks

Reduce stress and burnout feeling in the team

Increase the quality of communication

High-level Metrics

o Keep your KPI under control thanks to an intuitive
dashboard that presents essential information to
provide high visibility of every aspect.

e Know more about the performance of your teams.

e Locate bottlenecks in the workflow, and find solutions.

» Have control over your budget, knowing how much
you invest in cybersecurity overall and by provider

Synchronization

Cyprom simplifies client-supplier interaction by
providing a workflow that improves the coordination and
visibility of actions for both sides.

Economic Value

The average cost of a Project Manager full-time in Europe is
220.000€. Cyprom powers your current team for less than
10% of the average price of a PM.

Achievements

Be compliant in time

Reduce the time consumption drastically per project

Your company grows as a result of the good care of your
department's budget and the well-being of your technical
team.



Workflow Templates

Create workflow templates to follow every step of the projects using multiple
modules to centralise and automatize tasks.

-I File Exchange: send an email to all the stakeholders with an attached file,
and a temporal URL to upload the file.

2 Check Point: a simple mark to give visibility to simple tasks.

3 URL: can be used to keep track of third-party URLs like scope, references,
related tickets, etc. In future versions, it will automatically detect URLs from
Jira or ServiceNow to provide a quick status.

4 Report: allow your service providers to fill out a form to briefly review the
findings and upload the reports.

Credentials: securely stores credentials. It allows sending an email to

5 interested parties along with a temporary URL where they can register the
credentials, thus eliminating intermediaries. Every time any collaborator or
pentester activates the credential visibility, they must enter their credential,
and this activity will be registered. Credentials are stored securely.

6 File Charger: use this module in your workflow to allow the upload of
documentation related to the project and make it visible and accessible for
everyone.

7 File Sharing: send and receive files. If you want to send a document as a
static step of your workflow, this module will allow you to send an email with
the file attached. If you wish to receive one, it will generate a temporal URL to
send to the stakeholders to be used to upload the file.



Other Features

Perimeters

To build a significant segmentation of tasks, you are able to create
multiple perimeters to assign collaborators, roles, documentation,
and more.

Roles Management
choose between multiple roles to grant appropriate permission,
visibility, and access.

Notifications
Update stakeholders as project status changes.

Communication
Thanks to an in-app chat, you will not have to jump into Outlook,
Slack, Teams or Skype to have a word.

On-premise or Cloud

Choose where to host your Cyprom. You can have it on your
infrastructure or use Gonkar's cloud. Depending on your decision, this
impacts the final budget.

Blackout

Depending on your business model, there should be periods of time
when no tests should be run. Blackout allows you to set these periods
per perimeter so that collaborators will not be able to configure the
tests on those timeframes.

Tasks
Assign duties to collaborators and pentesters according to roles and
perimeters with complete oversight from the beginning.



The following graph illustrates at a high level the impact of having Cyprom integrated into your team.
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We listen to
your ideas

If you have a specific need that our current modules do not cover, ask for it!




Thank
you!

www.gonkar.com

Europe: Gonkar IT Security UG North America: Gonkar IT Security Inc
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